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Abstract: As networked communications continue to expand and grow in complexity, 

the network has increasingly moved to include more forms of communication.  Due to 

the COVID-19 outbreak an uptick in sophisticated phishing email schemes by 

cybercriminals has emerged. Malicious actors are posing as the Center for Disease 

Control and Prevention (CDC) or World Health Organization representatives. This year 

has seen a 600% raise in cyber-crime due to the pandemic. The fourth industrial 

revolution is creating an environment in which everything will be interconnected and 

intelligent. Internet of Things is the cornerstone of this new era. With the advent of the 

internet of things, privacy and security of sensitive data has become a major concern. 

As the tools used for an attack become more sophisticated with the use of Artificial 

Intelligence and Machine Learning. According to Threat post, this year has seen a 100 

percent surge in IoT infections observed over wireless networks. IoT devices are now 

responsible for 32.72 percent of all infections observed in mobile and Wi-Fi networks – 

up from 64.68 percent in 2021. 
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INTRODUCTION 
A Firewall is a Hardware and/or Software that 

monitors incoming and outgoing network traffic and 

decides whether to ALLOW OR DENY specific traffic 

based on the set of SECURITY RULES. Firewall have 

been the line of defense in network security for over 25 

years. They establish a barrier between secured and 

controlled internal network (INTRANET) and the 

untrusted outside networks. Firewall examines all the 

messages entering or leaving the INTRANET and block 

those that do not meet the specified security criteria. 

 

 
Fig-1: Traditional Firewall 

 

An INTRUSION DETECTION SYSTEM 

(IDS) is a security software or hardware which inspects 

all inbound and out bound network traffic for suspicious 

patterns that may indicate a network or system security 

breach. The IDS checks traffic for that match the known 

intrusion patterns, and signals an alarm for when found 

[1-2]. 

 

 
Fig-2: Intrusion Detection System 

 

A HONEYPOT is an information system 

resource that is expressly set up to attract and trap 

people who attempt to penetrate an organization’s 

network. It has no authorized activity, does not have 

any production value. Any traffic to it is a probe, attack 

or compromise [3]. 
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Fig-3: Honeypot 

 

Why Firewalling? 
As our networks evolve to accommodate new 

ways of doing business, so too must our network 

security. In the current world of distributed IT assets, 

the firewall is still central to a robust security posture. 

However, firewall requirements have increased 

significantly to protect the wide array of network 

infrastructures, connected devices, and operating 

systems from advanced threats. Consequently, our 

―traditional‖ firewall devices are being augmented by a 

mixture of physical and virtual appliances—some are 

embedded into the network while others are delivered 

as a service, are host-based, or are included within 

public cloud environments. Some are even taking on 

new form factors, such as clustered appliances that 

scale to large traffic requirements, software that runs on 

personal devices, SD-WAN routers, and secure Internet 

gateways [4-5]. 

 

 
Fig-4: Traditional network firewall approach 

 

The activity of sharing threat intelligence 

across all these disparate firewall devices, regardless of 

their location, is vital for uniform threat visibility and a 

strong security posture. To make the full shift and better 

secure today’s networks, businesses must move away 

from the traditional ―perimeter‖ approach. Instead 

they’ve got to establish strategic enforcement points 

across the entire network fabric, closer to the 

information or applications that need to be protected [6-

10]. 

 

What is Firewalling? 

Firewalling can provide an agile and integrated 

approach for centralizing policies, advanced security 

functionality, and consistent enforcement across your 

increasingly complex, heterogeneous networks [12-15]. 

 

 
Fig-5: The core tenants of firewalling as a means to 

address the security challenges of modern networks 

 

It should deliver comprehensive protections, 

visibility, policy harmonization, and stronger user and 

device authentication. Firewalling should also benefit 

from the sharing of threat intelligence across all control 

points to establish uniform threat visibility and 

control—dramatically cutting the time and effort 

needed to detect, investigate, and remediate threats. 

Enforcement points are everywhere across today’s 

heterogeneous networks [6]. Figure 5 shows 

Firewalling is delivering consistent threat prevention 

functionality with consistent policy and threat visibility 

so you can prevent, detect, and stop attacks faster and 

more accurately, everywhere. 

 

Packet Filter Firewall 
Packet filtering applies a set of rules to each 

packet and based on outcome, decides to either forward 

or discard the packet. A packet filtering router should 

be able to filter IP packets based on information 

included source IP address, destination IP address, 

TCP/UDP source port and TCP/UDP destination port. It 

is used to block connections from specific hosts or 

networks, block connections to specific hosts or 

networks, block connections to specific ports and block 

connections from specific ports [7]. In Packet filtering 

IP packets are either forwarded or discarded without 

checking their contents. Figure 6 shows the brief idea 

behind the packet filtering firewall [13-16]. 

 

 
Fig-6: Packet Filtering Firewall. 
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This type of firewall allows all traffic between 

―trusted‖ hosts. All the packets that are incoming to the 

networks will be checked in detail by the packet 

filtering firewall. The firewall system checks basic 

information that resides in the packet such as source 

and destination address, source and destination port 

numbers, protocol and others that are related. Then, a 

comparison will be made between information on the 

packets with the rules, which had been configured on 

the firewall system [7-9]. 

 

Network-Based intrusion Detection Systems (NIDS) 

These mechanisms typically consist of Black 

Box that is placed on the network in a promiscuous 

mode, listing for patterns indicative of   an intrusion 

monitors the entire network for suspicious traffic by 

analysing protocol activity [8-10].  

 

 
Fig-7: Network-Based intrusion Detection Systems 

 

Proposed System 

 

 
Fig-8: Overview of Raspberry Pi based Portable 

Firewall 

 

This device has a 3000 mAh battery, Ethernet 

port, WIFI. It has a micro USB type-b connector for 

charging  

The device has three configurations.  

1. WIFI-WIFI 

2. WIFI-ETHERNET 

3. ETHERNET-WIFI 

 

A Multi Position Switch is used to select the 

configuration modes. 

 

In the WIFI-WIFI configuration, both the 

default gateway and the user device/LAN will be 

connected wirelessly. Any number of devices can be 

connected to the firewall in this configuration on the 

receiving end.  

 

In the WIFI-ETHERNET configuration, the 

default gateway is connected through a wire and the 

client device/LAN are connected wirelessly. 

 

In the ETHERNET-WIFI configuration, the 

default gateway is connected wirelessly and the client 

device is connected through a wire. Only one device 

can be connected in this configuration.  

 

When in WIFI-WIFI and WIFI-ETHERNET 

configuration only way to accesses the firewall will be 

and rolling password generated randomly and the main 

administrator of the network has to manually allow each 

user connecting. This feature can be disabled. 

 

RESULTS AND DISCUSSION 
This firewall is a Network-Based Firewall 

which will be a software appliance running on the 

Administrator can manually set the policies which 

block the other users from accessing restricted websites 

[17-18]. Additional to this, The Device has a pre-

written rule which will block the user accessing website 

without a SSL certificate the device has a Network-

Based Intrusion Detection System (IDS), which detects 

malicious activities such as DoS attacks, Port Scanning, 

etc. The device also has an USB port which can be 

connected to an external storage device which can act 

as a BLACK BOX. 

 

 
Fig-9: Prototype of the device without the cabinet 

 

Intrusion Detection Tool used is SNORT. 

Snort uses the popular libpcap library (for UNIX/Linux) 

or winpcap (for Windows), the same library that 

tcpdump uses to perform packet sniffing. Snort’s Packet 

Logger feature is used for debugging network traffic. 

Snort generates alerts according to the rules defined in 

configuration file. 

 

 
Fig-10: Screenshot of the device trying to access 

insecure webpage 
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An option of connecting a Honeypot to this 

firewall is also given. Additional to this SPECTER is 

also installed. SPECTOR is a smart honeypot-based 

IDS that offers common Internet services such as 

SMTP, FTP, POP3, HTTP, and TELNET. So this 

firewall can also act as a Honeypot in other networks. 

With the help of this device we can secure PAN, LAN 

and WLAN. Without the Firewall the user device shows 

up on the net discovery. 

 

 
Fig-11: User Device shows up on Net discovery 

With the Firewall the use device is hidden. 

 

 
Fig-12: User Hidden 

The device does not even show up on WIRESHARK 

 

 
Fig-13: WIRESHARK Snapshot 

 

With the rolling password feature increases 

security which is given only to admin of the network. 

The Admin can also configure a VPN on the firewall. 

 

CONCLUSION 
Networks are very tools, they can be misused. 

Firewalls, though not perfect, provide a strong measure 

of protection for computers connected to networks. 

There are a number of firewall technologies to choose 

from, each with its own advantages. Regardless of 

which is selected, careful configuration is necessary. 

But if one have a good security policy, and a correct 

implementation of it, one can enjoy most of the benefits 

of networking, while minimizing the risks. 
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